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Abstract

There exists several applications of sensor networks
where reliability and ordering of messages can be critical.
Keeping this in view I have started to look around how mes-
sages are passed and what are the critical issues involved
in it. This report focus on my research activities during last
month.

1. Introduction

This report describes about the different papers which I
have gone through. The papers discussed in this report are
mainly from the proceedings of International Symposium
on Mobile Ad Hoc Networking & Computing (MobiHoc).

The rest of the report is organized as follows: Section 2
describes general papers from MobiHoc on addressing and
security issues in ad hoc mobile Networks. Section 3 fo-
cusses on reliable message delivery issues. Section 4 covers
other conferences. Finally, Section 5 concludes the report.

2. MobiHoc

Nitin [4], in this paper describes about the technique
to overcome the deficiencies ofduplicate address detec-
tion (DAD) schemes which are working on timeout mech-
anisms. He argued that DAD procedures do not provide
reliability, when the message delay between atleast one pair
of nodes in a network are unbounded and when the network
is partitioned for unbound time period. So he proposes a
scheme called as Weak DAD, which also suffer shortcom-
ing, and overcome with Extended Weak DAD.

Weak DAD does not require the duplicate address detec-
tion, but it focuses on routing of data to the desired node
even if duplicate addresses are available in the network, for
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this he suggest changes in the routing control packets, with-
out changing the IP headers. He used link state and dynamic
source routing (DSR) protocols to demonstrate Weak DAD
as an example.

For implementing weak DAD in link state, he propose
to update the routing table by including the unique key1 as-
signed to a node, along with the address of node. The same
update is required in link state packet transmitted by a node.
So if duplicate addresses exists in the network they can be
detected by looking at routing table, and this information
can be propagated by using routing control packets.

The weak DAD shows unexpected behavior for upper
layer protocols, to cope with this situation Extended Weak
DAD suggest that if a service at node X want to send data
to a service at node Y than the routing table of both nodes
must be consistent.

For DSR the same procedure is adopted, i.e to append the
unique keys in routing table and routing control packets.

Seapahnet al.,[5] have developed a localized algorithm
for solving optimization problems in wireless ad-hoc net-
works. The theme is to locally process the data, and request
to those nodes who are potential candidates to contribute
in final decision. They have applied this optimization tech-
nique onlocation discoveryandexposure-based coverage.
The approach consists of five components:

data acquisition facilitates which data to collect from
which node.

optimization provides partial or complete solution for a
task.

search expansionsearches best node to contact.

bounding specify which nodes are not considered next.

termination halt the mechanism.

1Unique key can be public key of node, MAC address or any other
unique combination



For location discovery, authors have used the multilater-
ation mechanism, in which a node requires only the loca-
tion information from neighbors to estimate it location. [5]
have introduced some changes in the standard mechanism
of multilateration, firstly, the algorithm specify in which or-
der the nodes in network estimate their locations, secondly
instead after first trilateration the node will not accept the
final location for itself, rather it will continue to accept the
locations from other nodes and adjust its position estimate.
The algorithm has four parts; during initialization nodes
exchanges the messages to estimate the distances. They
can use RSSI or GPS measurements as well. In the sec-
ond phase nodes exchange information about their states.
In third stage nodes perform trilateration depending on the
number of neighbors. After that each node calculates the
object function to determine the order by which nodes es-
timate the location. At forth stage objective functions are
compared and only nodes whose objective function value is
lower than all nodes will accept the estimates from previous
state.

For localized exposure the authors have used voronoi di-
agram to partition the sensor field. As the space is con-
tinues and exposure integral does not have simple analyti-
cal solutions, therefore authors used generalized grid. The
algorithm construct graph corresponding to the grid cover-
ing voronoi polygons (VP). The minimal exposure path can
be calculated from one point to other point on the bound-
ary of VP using generalized Dijisktra’s algorithm. Algo-
rithm tasks can be viewed as four cases; in first case, node
receives request to find minimum exposure, lets say from
point A to B asPath request. In the second case node re-
ceiveEdgeupdateto continue search minimum exposure
path. Aborting conditions are notified usingAbort update
as third case. As a forth case destination reached notifica-
tion is broadcast asDestupdatemessage.

The authors have also showed some experimental results
that are comparable to centralized algorithms.

3. Data Delivery

Seung-Jong Parket al.,[1] has considered the problem
of reliable data transmission from sink to sensor nodes.
Its a point to multi point data delivery model. They have
presented a GARUDA2 approach for reliable data deliv-
ery. They have also described four reliability semantics as
shown in figure 1 that is required in Wireless Sensor Net-
works (WSNs).

1. Delivery of data to the entire region,3

2. Delivery of data to a subregion,

2A mythological bird that reliably transported gods
3region covered by a sink node

Figure 1. Types of reliability Semantics [1]

3. Delivery of data to some nodes such that the entire
sensing network is covered, and

4. Delivery to a probabilistic subset of nodes.

GARUDA’s design is composed of following things(i)
for short message delivery they used pulsing based solu-
tion; (ii) a virtual infrastructure called the core; (iii) a two-
stage Negative Acknowledgments (NACK) based recovery
process that effectively minimizes the overheads of the re-
transmission process; and (iv) a simple candidacy based so-
lution to effectively support the different notions of relia-
bility that might be required in a WSN. The important el-
ement of GARUDA’s design is its core construction which
is basically the development of minimum dominating set
(MDS). MDS is developed during single packet flooding us-
ing pulsing based approach. For loss recovery process the
core forms set of local designated servers dynamically for
each message and approximate MDS each time. Thehop-
countof nodes are determined by reliable delivery of first
packet, which is the distance of a node from the sink.

A node elects itself as a core if itshop-countis multiple
of threeand if it has not heard from any other core node.
In this scheme out-of-order forwarding is used for message
forwarding. To avoid NACK behavior for retransmission
of out-of-order forwarding GARUDA uses Availability map
(A-map) exchanged between core nodes. A-map contain in-
formation regarding the availability of packets at upstream
core node. This definitely increases the overhead but au-
thors claim that it is less compared with NACK retransmis-
sion overheads. The loss recovery of packets is two stage.
In first stage, loss of data at core nodes is recovered by mak-
ing a request to upstream core node and by checking in A-
map. In second stage non core nodes are recovered only
when these nodes have heard an A-map from core node,
that it has all packets available.

For reliable first packet delivery GARUDA uses Ac-
knowledgment (ACK) based scheme using Wait-for-First-
Pulse (WFP), consisting of small finite series of short pulses
and repeated periodically. When sink wants to send data it
first send WFP for finite time. The nodes in its range upon
receiving the WFP start sending WFP as well until the com-
plete network comes to know that first packet is arriving.



After finite time, sink sends first packet in regular manner
and stops sending WFP.

To achieve other reliability semantics as shown in fig-
ure 1 the authors introduce the candidacy problem and dur-
ing the core construction only those nodes can participate
who choose themselves as candidate. All other features of
GARUDA remain the same. To maintain the connectivity of
candidate nodes to sink, forced candidacy approach is used
in which if downstream candidate core node does not hear
from upstream core node, it will request upstream node to
make itself as a candidate node.

Basile C.et al.,[3] in this paper presented the notion of
inner-circle consistency, where local interaction of nodes4

is used to tackle the errors/attacks and their propagation
in network, and this is achieved by combining a secure
topology service, a deterministic voting technique (embeds
application-aware checks for validating information), stati-
cal voting technique (improves accuracy by using proposed
fault-tolerant(FT) clusteralgorithm) and threshold cryptog-
raphy. They have evaluated theinner-circle framework on
ns2. The architecture of a node implementing this frame-
work consist of i)inner-circle Interceptor, which intercept
messages and redirect them to inner-circle services, also it
is used to block the data from suspected nodes. ii)Suspi-
cions Manager,maintains list of suspected nodes. iii)Se-
cure Topology Service,maintains topology of neighbors.
iv) Inner-circle Voting Service,for performing statical or
deterministic voting. v)Inner-circle Callbacks,used to
customize inner-circle voting depending upon application
needs. The architecture of node also consists of Crypto-
Processor and Fault-Tolerant Cluster Processor.

The authors demonstrate the idea of inner-circle consis-
tency in two significant wireless scenarios: (1) the neu-
tralization of black hole attacks in AODV networks and
(2) the neutralization of sensor errors in a target detec-
tion/localization application executed over a wireless sensor
network.

Comments:The notion of inner-circle is good but based
on assumption of high density of powerful middle layer
nodes which seems to be unrealistic. With the fact that a
node also requires two extra processors making it infeasible
in terms of cost.

Estrin D. et al.,[7] emphasized on localized algorithms
for sensor network coordination. In this paper they have
described the localized algorithms and discusseddirected
diffusion as an example. They have argued that, as sens-
ing is inherently distributed so sensor applications will be
distributed as well and believed that localized algorithms
will produce scalable and robust applications. To achieve
global tasks, sensors efficiently coordinate their local inter-
actions by using clusters. One of the coordination tasks for
sensor networks can be, to elect extremal sensors to form

4in a one hop neighborhood

widest baseline to locate external object. It will be energy
efficient that cluster heads only participate in the election of
extremal nodes instead of all nodes. Other example is data
aggregation in clusters. They have also presented a local-
ized clustering algorithm, which elects cluster-head sensors
in such a way that all sensors in network are associated with
cluster-head sensor as parent.

WSN using directed diffusion have following properties.
Each nodenamesdata with attributes. Nodes who require
information expressesinterests. Interests establishesgradi-
ent for diffusion of data. A sink may query for some infor-
mation by sending an interest. Nodes in network propagat-
ing the interest, alongside associating gradient to path and
also maintain the reverse path so that data can be diffused
back when the desired interest is matched.

4. Other Conferences

Stankovic J. A.et al.,[2] in this paper describe the gen-
eral research challenges in WSN. They have also identified
some basic solutions as well. Authors structured the general
research challenges in WSN as follows:

Paradigm Shift; messages should be sent to group of
nodes instead of individual nodes as WSN’s are inher-
ently data centric. For example, if we want to know
about the temperature of room A, as there can be many
sensors in that room so we will not ask any particular
sensor to send data but we will be interested in aggre-
gated answer from those sensors. So some paradigm
shift is required for addressing WSN.

Resource Constraint; resources such as power, CPU exe-
cution speed, memory and communication bandwidth
are major constraints in WSN.

Unpredictability; Also WSN are deployed in very unpre-
dictable environments, i.e. in forest to sense fire, indi-
vidual nodes are also unpredictable, network topology
and routing patterns are changing frequently, power
resource are varying on different nodes, new nodes
can be added and old will be removed, sensors can be
faulty and so on.

High Density; the WSN consists of large number of nodes,
which result in a large scale system. Research is re-
quired for self stabilizing protocols and algorithms to
sustain in such vast networks.

Real Time; timing requirement is inherent in WSN, for ex-
ample if presence of something is sensed than it must
be propagated as early as possible to the station. These
challenges are due to large scale and unreliable nature
of WSN.



Security; WSN have very limited resources as described
earlier and security algorithms are resource greedy, re-
quiring research in this domain.

Authors further classify more specific research chal-
lenges in Networking, OS and middlewares. In networking
of WSN they have elaborated different protocols and algo-
rithms at MAC, Network and Transport layer. For MAC
layer they have talked on Scheduling-Based, Collision-Free
Real-Time, Contention-Based, Hybrid MAC protocols and
suggested that existing wireless MAC protocols does not
consider the requirements of WSN and more focuses on
throughput of the system. For the network layer they have
discussed the different issues of Ad-Hoc routing, Multi-
cast and Anycast protocols and urged that the existing al-
gorithms can not be used directly for WSN, and they need
to be modified. Very recently the research community
start talking about the reliable end-to-end communication
in wireless ad-hoc networks. It has been observed that TCP
is not reliable for ad-hoc networks due to many reasons, so
especial transport protocols for WSN are needed which pro-
vide reliability, good congestion control and fairness.

There are additional challenges for WSN, existed at OS
and middleware layers. These layers are responsible for ad-
ditional functionality such as distributed resource manage-
ment, aggregate control and team formation of nodes for
tracking an object. These challenges starts from the level
of a single node. As the node is having severe resource
limitations, realtime constraints, bandwidth limitations so it
requires creative kernel implementations and to support the
kernel some high level of abstraction is needed which can
be handled by virtual machines. Context Awareness is also
a major challenge for WSN. Till now partial context aware-
ness is achieved and much more work is done in the location
aware protocols. There is a need for full vision of context
awareness. On the other hand group formation is also one
of the challenges. Most of the prior work on group commu-
nication is with respect to static systems. As described ear-
lier due to dynamic nature of WSN where one node become
part of group and one is leaving the group very frequently,
so real time properties of group communication is needed.

Desnoyers P.et al., [6] have described a proxy based
storage architecture for Sensor Networks in which they use
predictive techniques on cached current and past data, to an-
swer the queries. They called this architecture as PRESTO
which attempts to provide the interactivity of data stream-
ing approach. PRESTO suggested the archival of important
data at remote nodes and caching at proxies and predicted
that in future the remote node will be having sufficient flash
memory5 for archiving. They have divided sensor network
in three tiers, the lowest tier consist of high number of low
power nodes, the middle tier consist of much powerful prox-
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ies, which can use resources continually and the top tier
consists of user terminals.

In response to a query, proxy first examine the cache
for possible response. If cache hit encountered the query
is processed locally, in the event of cache miss proxy try for
extrapolation, if succeeded send the result back otherwise
proxy fetch the data from archived data at remote sensors.

PRESTO proxy consists of two components; cache of
summary information and prediction engine. Prediction en-
gine is used for three purposes:

model-driven push; PRESTO uses predictive modeling to
enable model-driven push from the remote nodes. For
this proxy sends parameters of model; which capture
expected results; to all remote nodes. The sensor nodes
compare the sensed data against that model and send
the data to proxy when the model fails.

extrapolation; the prediction engine can extrapolate miss-
ing data as needed by query as long as query precision
is met.

Query-Sensor matching; the prediction engine is respon-
sible to match the needs of queries to the operations of
remote sensors.

The PRESTO sensor node has a energy efficient archival
file-system and time-based index structures for efficient ser-
vice read requests, alongwith low power sensors, micro-
controller and a radio. The aim of PRESTO is to provide
a single logical view of data available at distributed sensor
nodes.

5. Conclusions and Future work

To provide end to end delivery of messages with reliabil-
ity, dependability and security as key attributes the tiered
approach to Wireless Ad hoc Sensor Networks (WASN)
seems to be feasible. WASN is classified as three tiered
architecture, in which upper tier consists of users, having
much more powerful nodes which can transmit messages
to middle tier via wired or wireless media having continues
availability of resources. Middle layer is relatively more
powerful than lower tier and used to organize different tasks
at lower tier. Third tier consists of low power nodes.

In future I’ll be focusing on these tiers and try to for-
malize the problems at each stage and probable solutions,
like the need of clusters at lower tier, the need of voting at
middle layer, security issues to be dealt at lower layer or at
middle layer etc.

I’m also looking for ns2 or Opnet for modeling the be-
havior of messages at different tiers.
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